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Abstract: As security experts in the industry we travel all over the world, we meet
some of the most powerful people and organizations; we talk about advanced
technology, malware, threats and predictions... but is this enough? It seems that we
try to focus so much on future technology that we forget to learn from past incidents.
What actually happened when that major company got compromised? How are we
as an industry leader learning from the mistakes of others?

Some of the major hacks and malware outbreaks in 2011 were not due to super
sophisticated technology; they were pretty trivial and could quite easily have been
prevented. We are also facing problems such as localization, a lack of education &
awareness, a weak security mindset and different cultures. | have spoken at
conferences all over the world and at every event | take some notes, like a security
diary from the different corners of the world.

The talk will not just be a recap of the past year but also an overview of what security
threats different regions are facing. What are the problems out there, what are we
actually fighting?

David Jacoby is a Senior Security Researcher at Global Research & Analysis
Team at Kaspersky Lab. He joined Kaspersky Lab in 2010 as a senior security
researcher for the Nordic region. He is also responsible for technical PR activities
for the same region, where he acts as a technical spokesperson. He is based in
Stockholm, Sweden. David specializes in vulnerability management, penetration
tests, vulnerability research with a main focus on alternative systems such as UNIX,
Linux. His research focuses on improving awareness of the threats and
vulnerabilities to which Internet users are exposed.

Prior to joining Kaspersky Lab, David worked in vulnerability research, penetration
testing and vulnerability management. He held the role of senior security
researcher, advisor and consultant at TrueSec AB. Before joining TrueSec AB in
2008, David worked for seven years at Outpost24, an automated vulnerability
scanning vendor, starting out as chief hacker and rising to vice president for
customer experience by the time he left the company.
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