
Microcontroller 

programming

AVR Self Programming



Main idea

 AVR boots into bootloader section

 bootloader checks if programming is desired

 no – jumps to $0000 as if ordinary reset occurred

 yes – perform what is needed using SPM
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SPM – Store Program Memory

 Erase Program memory page

 Write Program memory word

 Write temporary page buffer

 Write temporary page buffer to Program mem

 Set Boot Loader Lock bits
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SPM – Store Program Memory

 Action performed based on SPMCSR

 Must be in Boot Program section

 Typical time 3.7-4.5 ms
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Atmel Application Note 109

 AVR109: Using Self Programming on 

tinyAVR and megaAVR devices

 for AVR devices with SPM instruction

 communicates via UART

 possible counterpart as of AVR911 Appnote

 Flash & EEPROM programming

 read/write lock bits

 read signature & fuse bits
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AVR109 Main idea

 AVR boots into bootloader section

 bootloader checks if programming is desired

 no – jumps to $0000 as if ordinary reset occurred

 yes – enters simple state machine:

 read single-letter command from UART

 react accordingly
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Commands

Host Writes Host Reads

ID Data Data

Enter Programming Mode “P” 13d

Auto Increment Address “a” dd

Set Address “A” ah al 13d

Write Program Memory, Low Byte “c” dd 13d

Write Program Memory, High Byte “C” dd 13d

Issue Page Write “m” 13d

Read Lock Bits “r” dd

Read Program Memory “R” 2*dd

Read Data Memory “d” dd

Write Data Memory “D” dd 13d

Chip Erase “e” 13d

Write Lock Bits “l” dd 13d

Read Fuse Bits “F” dd

Read High Fuse Bits “N” dd

Read Extended Fuse Bits “Q” dd

Leave Programming Mode “L” 13d

Select Device Type “T” dd 13d

Read Signature Bytes “s” 3*dd
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Commands

Host Writes Host Reads

ID Data Data

Return Supported Device Codes “t” n*dd 00d

Return Software Identifier “S” s[7]

Return Software Version “V” dd dd

Return Programmer Type “p” dd

Set LED “x” dd 13d

Clear LED “y” dd 13d

Exit Bootloader “E” 13d

Check Block Support “b” “Y”

Start Block Flash Load “B”

2*dd “F” 2*dd 

n*dd 13d

Start Block EEPROM Load “B” 2*dd “E” n*dd 13d

Start Block Flash Read “g” 2*dd “F” n*dd

Start Block EEPROM Read “g” 2*dd “E” n*dd
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C_TASK void main(void)

{

ADDR_T address;

unsigned int temp_int;

unsigned char val;

/* Initialization */    

void (*funcptr)( void ) = 0x0000; // Set up function pointer to RESET vector.

PROGPORT |= (1<<PROG_NO); // Enable pull-up on PROG_NO line on PROGPORT.

initbootuart(); // Initialize UART.

/* Branch to bootloader or application code? */

if( !(PROGPIN & (1<<PROG_NO)) ) // If PROGPIN is pulled low, enter programmingmode.

{

/* Main loop */

for(;;)

{

...

// Exit bootloader.

else if(val=='E')

{

_WAIT_FOR_SPM();        

_ENABLE_RWW_SECTION();

sendchar('\r');

funcptr(); // Jump to Reset vector 0x0000 in Application Section.

}

...

} // end: for(;;)

}

else

{

_WAIT_FOR_SPM();        

_ENABLE_RWW_SECTION();

funcptr(); // Jump to Reset vector 0x0000 in Application Section.

}

} // end: main
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/* Main loop */

for(;;)

{

val=recchar(); // Wait for command character.

// Check autoincrement status.

if(val=='a')

{

sendchar('Y'); // Yes, we do autoincrement.

}

// Set address.

else if(val=='A') // Set address...

{ // NOTE: Flash addresses are given in words, not bytes.                                            

address=(recchar()<<8) | recchar(); // Read address high and low byte.

sendchar('\r'); // Send OK back.

}

// Chip erase.

else if(val=='e')

{

for(address = 0; address < APP_END;address += PAGESIZE)

{ // NOTE: Here we use address as a byte-address, not word-address, 

// for convenience.

_WAIT_FOR_SPM(); 

...



11

…

// Return programmer identifier.

else if(val=='S')

{

sendchar('A'); // Return 'AVRBOOT'.

sendchar('V'); // Software identifier (aka programmer signature) is

// always 7 characters.

sendchar('R');

sendchar('B');

sendchar('O');

sendchar('O');

sendchar('T');

}

// Return software version.

else if(val=='V')

{

sendchar('1');

sendchar('5');

}        

// Return signature bytes.

else if(val=='s')

{

sendchar( SIGNATURE_BYTE_3 );

sendchar( SIGNATURE_BYTE_2 );

sendchar( SIGNATURE_BYTE_1 );

} 



Arduino bootloader

 stk500
 Atmel Starter Kit 500

 AVR068: STK500 Communication Protocol 2.0

 Serial connection

 AVR Studio 4.11 build 401 and later

 All device-specific logic is in the programmer software 
on PC

 avrispmkii
 Atmel AVRISP MKII

 AVR069: AVRISP mkII Communication Protocol

 USB connection

 AVR Studio 4.12 and later
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STK500 Protocol

 115.2kbps, 8N1

 Messages:
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Part Lenth Comment

MESSAGE_START 1 B 0x1B

SEQUENCE_NUMBER 1 B

MESSAGE_SIZE 2 B
MSB first, 0..65535 

(currently max 275)

TOKEN 1 B 0x0E

MESSAGE_BODY MESSAGE_SIZE B

CHECKSUM 1 B XOR all 



STK 500 General Commands

 CMD_SIGN_ON

 CMD_SET_PARAMETER

 CMD_GET_PARAMETER

 CMD_OSCCAL

 CMD_LOAD_ADDRESS

 CMD_FIRMWARE_UPGRADE
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STK 500 ISP Programming Commands

 CMD_ENTER_PROGMODE_ISP

 CMD_LEAVE_PROGMODE_ISP

 CMD_CHIP_ERASE_ISP

 CMD_PROGRAM_FLASH_ISP

 CMD_READ_FLASH_ISP

 CMD_PROGRAM_EEPROM_ISP

 CMD_READ_EEPROM_ISP

 CMD_PROGRAM_FUSE_ISP

 CMD_READ_FUSE_ISP

 CMD_PROGRAM_LOCK_ISP

 CMD_READ_LOCK_ISP

 CMD_READ_SIGNATURE_ISP

 CMD_READ_OSCCAL_ISP

 CMD_SPI_MULTI
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STK 500 Parallel Programming Mode 

Commands

 CMD_ENTER_PROGMODE_PP

 CMD_LEAVE_PROGMODE_PP

 CMD_CHIP_ERASE_PP

 CMD_PROGRAM_FLASH_PP

 CMD_READ_FLASH_PP

 CMD_PROGRAM_EEPROM_PP

 CMD_READ_EEPROM_PP

 CMD_PROGRAM_FUSE_PP

 CMD_READ_FUSE_PP

 CMD_PROGRAM_LOCK_PP

 CMD_READ_LOCK_PP

 CMD_READ_SIGNATURE_PP

 CMD_READ_OSCCAL_PP

 CMD_SET_CONTROL_STACK

16



STK 500 High Voltage Serial 

Programming Commands

 CMD_ENTER_PROGMODE_HVSP

 CMD_LEAVE_PROGMODE_HVSP

 CMD_CHIP_ERASE_HVSP

 CMD_PROGRAM_FLASH_HVSP

 CMD_READ_FLASH_HVSP

 CMD_PROGRAM_EEPROM_HVSP

 CMD_READ_EEPROM_HVSP

 CMD_PROGRAM_FUSE_HVSP

 CMD_READ_FUSE_HVSP

 CMD_PROGRAM_LOCK_HVSP

 CMD_READ_LOCK_HVSP

 CMD_READ_SIGNATURE_HVSP

 CMD_READ_OSCCAL_HVSP
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avrispmkii General Commands

 CMD_SIGN_ON 

 CMD_SET_PARAMETER 

 CMD_GET_PARAMETER 

 CMD_OSCCAL 

 CMD_LOAD_ADDRESS 

 CMD_FIRMWARE_UPGRADE 

 CMD_RESET_PROTECTION 
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avrispmkii ISP Programming 

Commands

 CMD_ENTER_PROGMODE_ISP 

 CMD_LEAVE_PROGMODE_ISP 

 CMD_CHIP_ERASE_ISP 

 CMD_PROGRAM_FLASH_ISP 

 CMD_READ_FLASH_ISP 

 CMD_PROGRAM_EEPROM_ISP 

 CMD_READ_EEPROM_ISP 

 CMD_PROGRAM_FUSE_ISP 

 CMD_READ_FUSE_ISP 

 CMD_PROGRAM_LOCK_ISP 

 CMD_READ_LOCK_ISP 

 CMD_READ_SIGNATURE_ISP 

 CMD_READ_OSCCAL_ISP 

 CMD_SPI_MULTI
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